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ViDeNet

In the early days of Internet video and voice conferencing, individual researchers and users of the technology were scattered across the Internet. Connecting to one another meant locating the few souls who had the requisite hardware, software and know-how. Sites with specialized equipment often provided access to that equipment as a service to the community. As video and voice over IP became more of a commodity, it became apparent that this ‘wild’ state of things would not continue to serve the user community. Many organizations are actively seeking deployment of video and voice over IP services to the desktop as a strategic direction and core service, in much the same way as electronic mail, web access and telephone service is today. In fact, the ability to move telephone traffic off of the public switched network and onto the Internet is a key financial strategy and direction for many organizations in both the public and private sector.

ViDeNet provides a way for individual institutions that are operating their own video and voice over IP networks to interconnect with other institutions that are doing the same thing. It supports friendly dialing conventions such as john@altura.edu aliases and telephone-like extensions. It supports point-to-point and multi-way conferencing. It supports gateways to the public telephone network, so that users on the IP network can make telephone calls directly from their desktop systems or IP telephones and, conversely, can receive standard telephone calls in the same way. It supports services such as directory services, call forwarding, voicemail, and voicemail to email gateways. It creates an environment in which users within an administrative domain, like a campus network, can be assigned differing rights to these services. ViDeNet provides the fundamental pieces that will securely utilize the developing quality of service infrastructure for mission critical communications.

ViDeNet is rapidly becoming the de facto video and voice over IP interconnection standard on the network. Already most of the institutions involved in heavily utilizing the h.323 standard for voice and video are interconnected.

Current ViDeNet Zones

· Aristotle University of Thessaloniki – Greece
· The College of William and Mary
· Esnet – US Nuclear Labs

· HEAnet – Ireland

· LSVNP – Georgia Tech
· LSVNP – Tennessee

· LSVNP NYSERNet

· LSVNP UNC-CH

· MCNC – North Carolina

· National Technical University of Athens
· North Carolina State University
· NYSERNet – New York Statewide Network

· Ohio State
· OARNet – Ohio Statewide Network

· Penn State

· RADVision

· SURFnet – The Netherlands

· University of North Carolina

· Netcall2 – Public Zone

· University of South Carolina
· University of Tennessee

· Yale University

While the current deployment is significant, a number of key actions need to be taken to ensure the continued positive development of the network:

1. Interconnection between these sites is currently loose. Work needs to be done to ensure that each zone has fully implemented all of the relevant ViDeNet routing information.

2. Most of the applications on ViDeNet are currently centered on their ‘home’ zones, so inter-zone communication, while possible, is low. Applications that straddle multiple ViDeNet institutions will go a long way towards increasing inter-zone utilization of the network. 

3. The technical administrators of the zones themselves need to communicate more regularly in order to keep the technical and operational discussions vigorous.

4. Significant outreach efforts have begun to be implemented, but are still far short of what will be required to pull in all of the institutions coming up on the network.

5. Only a few of the institutions are offering full-scale, staffed services complete with account management, troubleshooting, systems monitoring and directory services. Rather, the majority of the zones are operated as experimental systems that test technical operations, but provide no real services to end-users. In addition to centrally providing tools to make the implementation of services easier, educational efforts that focus on the staffing and architectural requirements for full service operation are needed.

6. By organizing as a community, ViDeNet has attracted the attention of a number of private developers, notably RADVision, VCON and Polycom. These developers are taking notice not just because of the revenue generated through equipment purchases, but also because of the real world problems uncovered during day-to-day use. While these relationships have been beneficial to both ViDeNet and the development community, more needs to be done to increase the responsive of the developers to the requirements of the ViDeNet community.

7. A number of technical issues associated with the h.323 standard need to be addressed. See appendix “ViDeNet Reference Gatekeeper.”

LSVNP

While ViDeNet provides the underlying interconnection mechanism between networks, it does not directly provide high-level services such as account management, multipoint, gateway, troubleshooting and consultation. LSVNP, the Large Scale Video Networking Prototype, is a service overlaid on top of ViDeNet that provides such a set of highly managed services. Funded by the Southeastern Universities Research Association and BBN / GTE Internetworking, LSVNP is an effort to build a prototype full-service video over IP conferencing service. A goal of the project is to be able to describe the hardware, software, staffing and functional requirements of such a service so that individual campuses can use that as a model for implementing their own services in house. Further, the project seeks to provide direct benefit to over 160 users of the service.

While there has been much videoconferencing over Internet2, most of the use to date has either been demonstrations of technical functionality or limited, single project applications. LSVNP is unique in that it is actually supporting a huge number of real world research applications at the same time that technical development work is happening beneath them. Applications currently supported by LSVNP include:

1. PEPNET. University of Tennessee Center on Deafness

2. Middle America Earthquake Center. Researcher collaboration

3. National Center for Early Development and Learning. Research on childhood development

4. Virtual Design Studio. Architectural Design

5. Louisiana Statewide Research Network. Video collaboration

6. Virtual Rounds. Veterinary medicine clinical support

7. SCUPSONet. Economic development

8. University of Alabama. Statewide medical school collaboration

9. Marine Sciences. Interconnection of laboratory and teaching facilities

10. Public Health. Provision of services to rural public health facilities

11. Social Work. Teaching and training over the Internet

12. Virginia Educational Alliance. Assisting K12 teachers in the use of technology in the classroom

13. Vanderbilt University Engineering. Engineering collaboration

14. Emergency Telemedicine. Supporting emergency medicine in New York 

15. Speech Language Pathology. Teaching and diagnosis
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Four host sites, the University of Tennessee, Georgia Tech, NYSERNet, and the University of North Carolina, each operate a gatekeeper and multipoint control unit (MCU) and support approximately one quarter of the users each. These host sites also interface directly to the each project’s technical and administrative lead to form a distributed support infrastructure. Engineering, system administration, web services, documentation and 7x24x365 help desk service is provided by CAVNER, through the University of North Carolina.

The LSVNP project was originally scheduled to operate over the course of one year, from January 4, 2000 through the end of calendar year 2000. However, it became apparent that additional preparation time would be required. Two people were hired, one in outreach and project management and the other in systems administration, by UNC Chapel Hill in the six months prior to the commencement of the project. During that time, the staff members were trained, all equipment was ordered, initial web pages were constructed, the helpdesk service was configured and the project rollout was planned. The individual projects received their accounts and initial purchasing information on December 14, 1999. All gatekeepers and multipoint control units were in place at the four host sites prior to the commencement of the project. The project started on time with the host sites themselves as the initial set of users, utilizing the service to conduct weekly planning and operational meetings online.

Project leads were encouraged to be the first users in their project to come online so that they could in turn assist the other participants with the installation of hardware and software. Of 164 accounts allocated in the project, 104 have been registered. Of the 62 unregistered accounts, approximately 29 are expected to be registered soon.

Several things are apparent at this point in the project:

1. The purchase and installation of client software and hardware took significantly longer than expected. In fact, the first 6 months of the project were primarily consumed with purchasing and installation of clients by project leads. Rather than getting two semesters worth of real use (Spring and Fall 2000), it appears that the bulk of the users will really only be able to take advantage of the service in the Fall 2000 semester.

2. The bulk of all calls placed on the network to date have been LSVNP planning meetings, technical support calls to end users bringing up their systems, and test calls.

3. The backend services, including gatekeepers, MCUs and web systems, have been generally very reliable.

4. The largest requirement for technical support appears to be in the initial installation of client systems and training on the use of LSVNP services, such as dialing and multipoint conferencing. Although these procedures are well documented on the web site, personal consultation with each new user is proving to be critical to their being able to come online in a smooth and timely manner.

5. Because of the existence of personalized support, and the fact that most problems are related to initial installation and training rather than system outages, the helpdesk service has been virtually unused.

6. The client systems themselves are by far the most unreliable piece of the system. Installation conflicts are frequent. Although LSVNP has identified stable system configurations, this generally requires a custom computer build, which many users are reluctant to do. Therefore, some users are experiencing system instabilities as a result of generic installation on existing office computer systems. We expect the next generation of USB-enabled h.323 devices coming out in the fall to be far more reliable. Additionally, many client vendors have in the past been bypassing the standard operating system APIs and making direct calls to hardware in order to improve performance. This leads to instability in many cases. Improved operating system performance on the part of Microsoft Windows, especially DirectDraw and other robust multimedia hooks, should enable better behaved clients in the future.

7. Interoperability between h.323 clients, while not perfect, is dramatically improved over even the previous year.

8. Firewalls installed at a number of sites, particularly the North Carolina statewide T1 network, caused severe delays for several projects. There are no firewalls on the market that correctly implement the statefull inspection required to dynamically process h.323 calls. Therefore, it is necessary to turn off all firewall services for any destination behind a firewall that is to receive h.323 traffic. Further, the agencies that operate firewalls are generally production networks rather than research-level Internet2 networks. Administrators of those firewalls are generally not familiar with h.323 protocols. Neither are they eager to admit that their systems are causing denials of service. Therefore, it has been incumbent on LSVNP staff to troubleshoot firewall problems on other networks and bring those to the attention of the appropriate firewall administrators. Further, since turning off firewall services to an endpoint means eliminating the security measures the firewall is designed to enforce, it has been necessary in each case to implement some sort of administrative procedure with each firewall administration authority to request and track port openings. In one case, a state government even had in place the conflicting policies that h.323 was the direction for conferencing services and that each state agency be required to have a firewall in place.

9. H.323 conferencing at 384kbs is working reliably over lightly loaded T1 connections via commodity Internet in a variety of applications.

10. All calls placed over the LSVNP ViDeNet zones are being logged. At the end of the project, these call logs will be formatted and analyzed. Additionally, packet captures from a variety of different h.323 endpoints, including IP phones, will be made available. Together, these two large sets of data will form a very interesting and unique picture of the future of network traffic. The results of this work will not be available until well after the close of the project due to the fact that the data will not be fully available until project end and the construction of the analysis tools is one of the later activities of LSVNP. Efforts with BBN and others to develop automated network analysis tools have been hampered by a lack of funding in the original proposal to implement those tools. There is still considerable interest in the advanced networking community in the availability of such tools.

11. The provision of recommended purchasing guidelines has proven to be much more important than originally thought. As the project was conceived, LSVNP would be client neutral and end users would be responsible for testing clients they were potentially interested in purchasing. Instead, end users have looked extensively to LSVNP administrators for purchasing guidance, even to the extent of not purchasing anything until such recommendations were available.

12. There has been very little group discussion on the LSVNP listserv and communication between various projects. This is perhaps to be expected, as there is little natural interest between projects. However, these projects do all share the common experience of bringing up h.323 communications and are currently not sharing those experiences.
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1. Introduction

This paper discusses H.323 communication as it is being developed and implemented within the context of today's Internet (I1 and I2). As such it suggests a model that the authors believe can be developed using current thinking, protocols, and practices. It is also intended to support a vision for future communication development that will allow multi-mode communication to become more universally useful for end-users while becoming more sophisticated and reliable in its technological foundation. The simple communication model outlined in the section directly below illustrates the latter. Subsequent sections detail known problems or concerns with the present state of H.323 communication (within the H.323 standard or within recent product implementations of that standard) and recommends changes in these areas. These sections are intended to provide an outline for the development of a working model that demonstrates the best current understanding of Internet-extensible H.323 communications.

2. Communication Simplified

The future vision underlying this paper is based on a very simple communication model. Though communication can and does, in fact, take place between devices as well as humans, the proposed model concerns itself with messages where humans are the ultimate end-points. A sender then is assumed to be anyone who wishes to send a message to anyone else. A receiver is anyone who wishes to be open to the receipt of incoming messages. If we begin with this simple model, some basic tenets emerge:

A) A sender's options for message content in the foreseeable future are data, voice, video, or some combination of those. To send this content, the sender ideally needs a single application that provides a universal, human-friendly, secure means of creating and packaging the message and reaching the desired recipient.

B) A recipient has two options: "I'll take the message live", or "Leave it in my inbox" This would be applicable to email, voice mail, video mail, or, eventually, "combo-mail". These conditions exist today in our various messaging systems though not in any integrated form:

Live Receipt



Inbox

------------



------------

Data messaging 

Talk, Chat, Instant Messaging
Email

Voice messaging 

Telephone



Voice mail

answering machines

Video messaging

Video Conferencing


"Video mail"

[not implemented as of

this writing]

C) There should ideally be a single application that receives all incoming messages on behalf of the recipient and handles them according to the recipient's current availability status ("Live" or "Inbox"). The interface/application that allows the recipient to check the Inbox and "handle" the messages (e.g., view, reply, forward) should be the same one that enables the recipient to act as a sender.

3. The Role of H.323 Communication

We see the concepts emerging within and around the development of the H.323 standard as some of the most promising today for enabling multi-mode global communication. True, there are many complex issues to be resolved and processes to be integrated in order to approach the simple model discussed above. However, there is great potential for convergence around H.323 as a specification capable of integrating the best we have come to expect from traditional telephony, video conferencing, and IP data communications. It is with an eye towards this that we present the sections below, outlining the issues and latest developments in several key areas and proposing immediate implementation changes to enable the design and development of a short-term working model for Internet-extensible H.323 communication.

4. Key Implementation Issues

4.1 Underlying Design Goals

Several key issues drive the technical schemes suggested in the following sections. The first is the concept of mobility. A user should be able to move from her desktop computer to a conference room for a meeting, travel by automobile with cellular telephone access, dial in from home using an ISP and use a standard telephone without losing access to her communication services. Whatever services are subscribed to by the user should follow her as she moves throughout her day, including 'phone number', email, voicemail, videomail, conference calling, address book and other personalized features of her account. The availability and character of each service may change, being mitigated by the underlying network type from which each access is made. For example, a videomail message may be retrievable from a desktop h.323 station, but checking mail from a standard telephone should yield up the audio portion of the message. 

The second concept is that of security. The existence of mobility implies the availability of a reliable authentication scheme. Without reliable authentication, services cannot be billed for and costs recovered. As long as security remains unaddressed, h.323 services will continue to be 'toy' applications without a fundamental underlying business case behind them. This is the case with the current generation of h.323 products and deployments.

The third concept is that of the scalability of services. Communication services must be scalable to all inhabitants of the earth, because any person is a potential user of the services. The existence of multiple private stratified or interlaced networks will not meet the fundamental criteria of any user being able to contact any other user. That said, it should be possible to construct virtual private networks if so desired. The concept of global scalability implies the existence of a unified, unique and mobile numbering scheme for all users.

The fourth concept is that of scalability of specific implementations. It is desirable to put in place systems that will scale to very large numbers of users and be highly integrated with existing large-scale directory services, network policy servers and security systems. At the same time, network managers are unwilling to invest the huge sums of time and money to create totally integrated, large scale h.323 systems when they only have one hundred users on the network. What is needed are systems that can be implemented cost-effectively and in a 'standalone' fashion now, but that have 'hooks' into external services that allow for integration and scaling as the service grows.

A final and important concept is that h.323 services should be able to be implemented autonomously by IP network service providers without external control or involvement by PSTN operators. Indeed, the primary reason why there is so much interest in h.323 today is not so much because it provides a rich new feature set, but because it is free from the heavy handed control of today's PSTN

4.2 Gatekeeper Address Resolution and Naming Schemes

In keeping with the existing H.323 standard, there should be two forms of addressing supported. The first, extension, is a numeric address that is designed to maintain compatibility with the PSTN. The second, alias, is an alphanumeric address that is Internet-centric. The extension is meant to provide backward compatibility with PSTN terminals that are only capable of generating the 1,2,3,4,5,6,7,8,9,0,#,* symbol set. Both forms of addressing should be supported simultaneously on the h.323 network. It is anticipated that over time the extension address will no longer be necessary. The alias is the primary and preferred method of addressing on the Internet and should be used whenever possible.

The primary feature of an h.323 naming scheme is that the IP address of the dialed gatekeeper is easily determined from the dialed address itself. The reasons for this are:

* No central naming authority should 'dole out' addresses. A central authority undermines the autonomous nature of h.323.

* The currently implemented static table, proxy and multicast gatekeeper address resolution schemes do not scale to a global level. Indeed, they do not scale to even the size of the current h.323 deployment.

* Network service providers with existing operational IP networks should be able to immediately add remove or change h.323 zones without registering those changes.

* IP addresses are unique.

* IP addressing, coupled with DNS, already provides these capabilities at the network layer.

4.2.1 Alphanumeric Naming by Alias

Aliases should be of the form user@gatekeeper.domain, where user represents the local alias of the user and gatekeeper.domain represents the DNS name of the gatekeeper to which that user is registered. When an originating gatekeeper receives a call setup request to a destination user@gatekeeper.domain, it first parses out gatekeeper.domain and resolves the IP address of that destination gatekeeper. The origination gatekeeper then signals the destination gatekeeper to establish a call to user in the destination gatekeeper's zone. It can be assumed that calls placed to user without the @gatekeeper.domain portion of the address are local calls to users within the home zone. All services on the network should be similarly named, i.e. service@gatekeeper.domain . In general, network operators will choose to align h.323 alias fields with user IDs on existing authentication systems.

4.2.2 Numeric Naming by Extension

Numeric addresses should be of the form gatekeeper+extension, where gatekeeper is the fully expanded (including leading zeros and excluding periods) IP address of the gatekeeper to which the user extension is registered. For example, a gatekeeper with IP address 152.2.21.1 and a user in that zone of extension 962-4978 would be referred to as 1520020210019624978. In this way a gatekeeper originating a call to another zone can immediately parse out the IP address of the destination gatekeeper. 

It should be noted that numeric names do not support gatekeepers whose IP addresses are dynamically assigned. Neither does it support IP version 6, though it could be extended to do so. Because of these factors, the authors feel that a seamless alignment of h.323 addresses with E.164 addresses is not a useful design goal. Further, there is no useful mapping of gatekeepers to E.164 sub-address (e.g. area codes). Still, using this naming scheme, PSTN gateways can be built using v.25bis that give h.323 terminal end stations on the IP network E.164 style DNs from the PSTN. In this way, users can have an extension that looks exactly like an E.164 number to PSTN-originated calls creating the illusion that the IP 'phone' is actually a normal 'phone.' 

Users originating calls on the PSTN should never be concerned with the gatekeeper portion of the address unless they are dialing from the PSTN into a gateway and thence to a third zone for toll arbitrage purposes. Still, this scenario supports the creation of IVR (Interactive Voice Response) services that could prompt a user for the destination gatekeeper field for inter-zone dialing. In general, many user-friendly interfaces could be built on top of this architecture, including text-based menus that are downloaded to telephones with alphanumeric displays as well as voice-recognition-driven directories. Those interfaces are beyond the scope of this document but will be important components in the creation of successful products that bridge the PSTN and IP networks.

4.3 H.323 Metadata

Multimedia Conferencing, MMC, should be defined as a metadata type to allow for embedding of h.323 transport services within other document types. A tag of the form mmc://johndoe@netcall.unc.edu should be used to signal web browsers, document editors and other applications that the h.323 application registered with the application or operating system should be invoked and a call placed to johndoe@netcall.unc.edu. In this way, web pages, including html-based directory services, can be built with links that activate calls to specific users. Services, such as mmc://mcu.netcall.unc.edu or mmc://voicegateway.netcall.unc.edu, can be linked in the same way. 

4.4 Directory Services and Account Management

4.4.1 External vs. Internal User Lookup

In general, gatekeepers should not maintain private tables of users because this creates another set of user accounts that must be supported by the zone administrator. All information about users should be stored externally so that it is accessible not only by gatekeepers, but by other systems vital to the operation of the zone's core business, such as billing, directories, account information, status, etc. Relevant information for H.323 calls includes user ID, password and a list of services to which each user is subscribed. The gatekeeper does not retrieve information that is irrelevant to it, such as date of birth, social security number, etc. For the sake of this document, we will refer to the process of a gatekeeper querying these external systems as 'external user lookup.'

However, a gatekeeper attempting to do an external user lookup during each call setup would introduce unacceptable delay into the call setup process. Therefore, it is suggested that the gatekeeper take the result of the external user lookup and store it in a local high performance database. It is not the responsibility of the gatekeeper to maintain this database in any way. The gatekeeper simply retrieves information from the database that is relevant to its operations. For instance, when a terminal end station places a call, the gatekeeper finds the user information, based on user ID, in the internal database. For the sake of this document, this process is referred to as 'internal user lookup.' For implementation efficiency, the internal database should be a separate application (i.e. not integrated with the gatekeeper) that uses the same query protocol (LDAP) as the external database. This facilitates the construction of small scale 'standalone gatekeepers' that allow network administrators to deploy small-scale non-integrated h.323 zones very cost effectively.

4.4.2 External Lookup - Conditions and Parameters

External user lookup should happen whenever a terminal end station registers with the gatekeeper, either as a part of RAS or as an additional process added to the h.323 standard. This causes the gatekeeper to do an external user lookup on that user and move the information into the gatekeeper's internal database. Calls placed by the terminal end station are thus referenced against the internal database. This ensures that user lookup is very fast and not dependent on the speed of the external user database. It also helps to keep the size of the internal database low, since it only contains entries for users that are currently on the network.

The gatekeeper should also have an administratively configurable refresh period that causes the gatekeeper to do an external lookup and update its internal database for each currently registered endpoint. If this refresh causes a condition that would effect the parameters of a call currently in progress, the decision of whether to disrupt the call immediately or have changes invoked after the call has been completed should be configurable on the part of the h.323 system administrator. A scenario where this feature would be used would be the case of an employee who moves from one department of a company to another, but never turns off (unregisters) her terminal end station. In this case, the privileges she had under the old department should be replaced with those of the new department for her account.

Terminal end stations should also have a 're-registration' button that causes them to re-register with the gatekeeper and causes the gatekeeper to refresh its internal database with information from the external user database. Additionally, terminal end stations should have user-configurable time value in a personal preferences area that allows them to choose how often their terminal end stations periodically re-registers (useful values might include 60-600 seconds, now, and only on application startup). This ensures that the gatekeeper has access to reasonable up-to-date information about the status of a user's rights on the network. 

4.4.3 Internal Lookup - Conditions and Parameters 

As an implementation issue, the gatekeeper's internal database should be capable of containing permanently defined users that are not accessible via the external user lookup function. This provides the gatekeeper vendor with a 'standalone gatekeeper' which is useful for smaller clients that have not yet implemented large-scale external user databases. It can also be used as a place to define exceptional users that are not in the external database, such as guests and system administrators.

4.4.4 Maintenance of User Account Information

All changes to a user's account information, including their password and which services are available to them should be made from applications external to the h.323 network. For example, a student registration application might enable a certain multipoint call service right for all students currently enrolled in a specific class. The gatekeeper should have no knowledge of this. If that student tries to access that service, the gatekeeper will discover upon terminal end station registration whether or not that right is available for that student.

Scheduling for h.323 resources should be built upon this model. A scheduling program should enable and disable specific rights in the external user database in real time. The gatekeeper will only allow use of requested services if they are enabled at that particular time for that particular user. The scheduling application is not related in any way to the gatekeeper. However, developers wishing to implement small 'standalone gatekeepers' could implement a basic scheduling package that accesses the internal database.

Groups of users should be managed in this way as well. Group rights management is already a mature concept in directory services and authentication schema in place today. 

4.4.5 Availability and Functionality of Directory Services

The dynamic directory service scheme currently supported in h.323 and exemplified by Microsoft's Internet Locator Service is not a useful tool for extensible h.323 communications because it does not identify user zone information and thus cannot be used for dialing. Rather, directories should be web accessible lists of all users in a zone, regardless of whether or not they are online at the time. 

In general, a zone directory will be created by an external application that generates html from the external user database. However, vendors wishing to create small scale 'standalone gatekeepers' may wish to include a small web server as a part of their product that serves directory information from the internal user database. In this case, the internal user database should contain additional fields for personal information such as name, URL, address, etc. Directories should use the mmc://johndoe@netcall.unc.edu metadata as described above to provide 'clickable' connection from the directory.

4.5 Security

All devices on the network should be protected with a user ID and password. This includes gatekeepers, gateways, and MCUs. It should not be possible to obtain http, telnet, SNMP or flash upgrade access to a device without a user ID and password. All security information should traverse the network in encrypted form.

4.6 Authentication

4.6.1 User Authentication vs. Device Authentication

There is currently little agreement in the h.323 world about the fundamental mode of authentication. Some implementations take the 'telephone model' approach in which the actual physical instrument is the entity known to the network. In this model, access to and services available from a physical instrument are available to any person using that instrument, and all usage tracking is referenced against that instrument. The network does not know what human actually used the instrument. Security is thus controlled by limiting physical access to the device, for example by placing it in a locked office.

Another approach is the 'Unix model' in which a user provides a user ID / password pair to assure their identity. In this model, the network does not care which physical computer is actually used to gain access. It is only concerned that the proper individual is granted access to their predetermined resources. The authors strongly favor this approach for h.323 communications. This approach provides a number of advantages to the end user. First, it is mobile, so users can access their account from their office machines, home computers, or mobile communication devices. Secondly, it creates a security model adequate to allow 'kiosk' access to the h.323 network. This is critical in public spaces such as classrooms, laboratories, conference rooms, reception areas, 'pay phones,' etc., where it is desirable to have h.323 communication capabilities that do not compromise the security of the network by providing 'wide open' access to the network in a public space. Additionally, because each user is uniquely identified on the network, their individual 'profile,' or set of subscribed services, is always available regardless of their physical location.

4.6.2 User Authentication and Network Transport/Policy Decisions

In general, h.323 gatekeepers should not utilize physical location, i.e. IP address, in determining the identity of users and the availability of services to those users. Because dynamic IP address allocation is becoming more common and address spoofing is easy to accomplish, this approach provides little advantage. Rather, the network itself should mitigate the resources available to a given terminal end station. For example, if a user generally has access to 6-way multipoint calling by virtue of that service being defined in her account, she should have access to that service whether she is on a major fiber backbone, T1 line or wireless network. The gatekeeper should grant access to the service without regard for the network transport in play. 

The underlying network itself, however, using some form of policy based networking, will allow or disallow various types of connectivity based on physical location. For example, if the user connects in from a fiber backbone, she may access her 6-way service at 1 megabit per second. However, if she moves over to a location that is T1-connected, the network may only allow her access to 128 kilobits per second for her 6-way service. In this model, h.323 authentication is performed at the application layer on a per user basis, as in the 'Unix model.' At the network layer, access is granted based on physical connection, as in the 'telephone model.' By separating application and physical layer authentication in this way, h.323 gatekeepers can be developed and deployed without the unreasonable burden of their being aware of the underlying network transport.

4.6.3 Gatekeeper Authentication

Users should authenticate themselves to the gatekeeper in the zone in which they are registered by transmitting an encrypted user ID (alias) and password to the gatekeeper. The gatekeeper will also record the IP address of the station that is requesting authentication. The gatekeeper will authenticate the user via the internal database (for standalone gatekeepers) or via a call to an external authentication server. Once the user is authenticated, the gatekeeper should allow calls from that terminal end station / IP address pair. 

Users should be de-authenticated whenever they unregister from the gatekeeper or after a timeout value has elapsed. This timeout value should be configurable on a per user basis by the zone administrator to be from 'this call only', to several days in order to allow for mobility between end stations and alignment with DHCP leases. Gatekeepers should support Pluggable Authentication Modules (PAM) to allow them to hook into existing authentication schemes in place, such as those built around kerberos, UNIX or Windows NT.

The following functionality should be defined as a protocol and added to the h.323 standard: prompting for password, encrypted transmission, acknowledgment of authentication, acceptance of calls, rejecting of calls. Since not all terminal end stations will support this new standard, the authors suggest that gatekeepers provide alternate ways to accomplish authentication. One method is for the gatekeeper to provide a web interface that allows the user to authenticate. 

Another method is for the gatekeeper developer to provide a small application that can be given away to h.323 client developers or downloaded and installed on a client machine. This application could prompt the user for a ID/password pair and pass that information to the gatekeeper. The application could be standalone or called from the h.323 client application. This functionality also opens up the possibility for 'pay phone' services that require a credit card number to be entered along with the authentication information.

4.6.4 Multi-user Authentication

H.323 terminal end stations should be multi-user profile aware when running in multi-user operating system environments. When a user logs onto a machine with a user ID and password, the h.323 client should present the user with an identification screen. The screen should allow the user to choose to accept the currently active user ID and password pair (default), or specify another one. This information should be saved so that subsequent logins to the machine do not require re-entry of this information. Whether or not to save password information should be left to the user. 

The actual authentication handshake should occur as described in the previous section. When an h.323 system handles authentication in this way, terminal end stations that are multi-user profile aware achieve true multi-user performance. Terminal end stations that are not multi-user profile aware, such as many of the current generation of end stations running under Windows 95, behave as 'telephone model' single user instruments. This is an acceptable tradeoff and allows integration of legacy h.323 clients.

4.6.5 E.164 Authentication

Authentication for terminal end stations that do not support alphanumeric entry is extremely problematic. For example, a user dialing into a zone via gateway has no way to type in a user ID and password. That user's ultimate user ID and password are stored in a central authentication server and are almost certainly alphanumeric in nature. One possibility is for the gatekeeper to authenticate the user using an extension / PIN pair. The gatekeeper could use IVR to prompt the user for a PIN. In this case, the PINs would have to be stored in an external database, possibly via the LDAP directory server or in a completely dedicated PIN server. This represents functionality that is not part of the PSTN today. In return for the extra step of authenticating via a PIN, telephony end-users would be provided with an unprecedented level of secure and mobile network access. 

4.6.6 Inter-zone Access to Gatekeeper Services

There is currently a need for a zone to be able to offer access to certain services within the zone to users dialing into the zone from other zones. For example, a service provider might want to provide access to a specialized high-speed MCU farm or special rate PSTN gateway services. The subscribers to this service will not be in the same zone. It is unacceptable to allow the subscribers to register with the service provider's gatekeeper, since that violates the notion of network sovereignty. In order for a user registered in a home directory to use restricted services in a remote zone, the user should authenticate with the remote gatekeeper using the same authentication handshake described earlier for their home zone. The remote zone 'service provider' will of course not have the same access to authentication and directory services of the user's home zone, but will have to maintain their own database of users and groups.

4.7 Policy-based networking and QoS

Whenever a gatekeeper completes call setup for a properly authenticated terminal end station, it should send information about the new call to the network so that the network can implement policies for that call. Specifically, the gatekeeper should send the following information:

1. Source IP address

1.1. Video stream IP port number

1.1.1. Policy requested (e.g. low latency 384 kb/s service)

1.2. Audio stream IP port number

1.2.1. Policy requested

1.3. T.120 stream IP port number

1.3.1. Policy requested

2. Destination IP address

2.1. Video stream IP port number

2.1.1. Policy requested

2.2. Audio stream IP port number

2.2.1. Policy requested

2.3. T.120 stream IP port number

2.3.1. Policy requested

This information will be used by a policy enforcement server on the network to enable quality of service (QoS) mechanisms that will give appropriate QoS to the specific packet streams associated with this call. When the gatekeeper disconnects the call, it should send a corresponding message to the policy enforcement server that this call is no longer in place and the associated QoS 

path should be torn down.

This messaging protocol should be standardized and incorporated into h.323 so that router and policy based networking vendors can begin to build support for this mechanism into their products.

In general, today's h.323 gatekeeper is an example of a policy server, although it lacks the enforcement capabilities that a full-featured policy server would have. In that sense, the gatekeeper functions more as a 'policy requester' to the network and the network provides a 'policy enforcer' mechanism to carry out the policy. Gatekeepers are currently more mature discrete devices than are policy servers. In fact they represent one of the first instantiations policy servers. The authors see a convergence of gatekeepers and policy servers leading to a mature policy server that has h.323 awareness as one of its many components. 

4.8 Administrative Recommendations for More Robust Services

4.8.1 H.323 Processes as Services and Daemons

All h.323 functions should run continuously as processes on the host system, without requiring that any particular user be logged on. They should run as services (Windows NT) or daemons (UNIX) with the user interface being an external application to the core service itself.

4.8.2 Call Control, Logging, and Administration

Active calls should be displayed in a sortable format within the h.323 gatekeeper. For example, it should be possible to see all calls attached to a particular MCU or MCU service grouped together. This would allow administrators to quickly determine which MCUs are in use to manually tear down multipoint calls for servicing. Other types of useful sort criteria include call registration, call duration, alias, extension and IP address. 

Call information should be automatically logged and stored as a text file. The period for logging (real time, daily, hourly, weekly, etc.) should be configurable by the administrator, as should the type and granularity of the elements (including error messages) to be included in the log.

4.8.3 General Addressing

All h.323 IP addressing should be available using DNS or IP address per the network administrator's preference. Currently, the bulk of h.323 equipment on the market requires static IP addresses for configuration. This prevents service providers from switching over to standby services in the event of equipment failure and generally limits the flexibility service providers have in managing systems.

4.8.4 Special Services

Gatekeepers should support several convenience features including a user-definable list of forwarding numbers. This facilitates scenarios such as, "If I don't answer, then forward my calls to my cell phone. If my cell phone does not answer, then forward the call to my voicemail."

Voicemail/videomail systems should simply emulate h.323 terminal end stations with a unique alias/extension pair for each account. In this way, missed calls can be forwarded directly to a user mailbox.
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6. Security Considerations

This document presents some actual and some conceptual guidelines intended to further discussion such that protocol development and device implementation s within the area of Internet-extensible H.323 communication may be enabled. Security considerations are mentioned throughout but most specifically in sections 4.5, 4.7, and 4.8. However, the information contained herein is not intended to address security issues at the level of a new protocol or standards specification. This document also does not address encryption of data as it is transmitted within an H.323 communication or authenticated communication between H.323 devices. Security requirements in these areas would be the same as for other IP devices and are beyond the scope of this document.
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Abstract

This document describes an Internet-wide numeric dial plan for video and voice over IP using the h.323 protocol. In particular, it describes an algorithm for numbering h.323 gatekeepers. This algorithm is derived from the underlying IP structure upon which the h.323 administrative domains operate, so that there is no need for a separate numbering authority to administer h.323 domain numbers. Further, a method is described through which gatekeepers can be dynamically located through DNS.

Table of Contents

Design Goals

1. No new naming authority should be required to administer h.323 administrative domains (i.e. ‘zones’ in ITU parlance).

2. Zone administrators with valid IP subnet assignments should be able to immediately begin to utilize the dial plan without any registration process.

3. The dial plan should work with legacy devices that only have telephone keypads and the character set should be limited to the digits 0,1,2,3,4,5,6,7,8,9, excluding # and *.

4. The dial plan should support the ability for a gatekeeper originating a call to determine the IP address of the destination gatekeeper in some automatic way, preferably closely aligned with DNS services.

5. The dial plan should support E.164 numbers at the edge (i.e. within a zone) to allow h.323 terminals to appear as normal PSTN terminals via DID from the PSTN perspective.

6. The dial plan should allow zone administrators to create their own terminal extension numbers without obtaining telephone numbers from a PSTN numbering authority.

7. The dial plan should not be based on E.164 for inter-zone dialing. That is to say, IP to IP calling should not be based upon any PSTN numbering scheme.

8. The dial plan should support multiple gatekeepers within a single administrative domain.

9. The dial plan should uniquely name gatekeepers, not end stations or terminal equipment.

10. The dial plan should scale to full Internet-wide deployment. Specifically, it should be possible that every subnet on the Internet operate a gatekeeper or set of gatekeepers such that every end station on the Internet be capable of h.323 communications.

Structure

The structure of the dial string is as follows:

SZZZ9G9EEEEE

S: Exit Zone service prefix. This is a variable length numeric string defined by the individual zone and is not defined by this standard. For example, zone administrators may choose ‘0’ to indicate an out of zone call.

ZZZ: Network Identifier. This is a variable length base-9 string of 9 digits. It is derived using the following algorithm.

1. Take the binary form of the IP address space allocated to the subnet under whose administrative control the gatekeeper resides. This is the network portion of the IP address and is generally derived by masking an IP address with a subnet mask.

2. Delete all digits that are masked off, leaving only the network portion of the address.

3. Prepend a ‘1’ to the left of this string. This makes any leading zeros significant.

4. Convert this binary number to base-9.

9: Delimiter. Since the Network Identifier is in base-9 format, the character ‘9’ does not appear. This makes the character ‘9’ available for use as a delimiter to signify the end of the Network Identifier.

G: Gatekeeper Number. This is a user-defined, variable length base-9 number that indicates the particular gatekeeper in the network pointed to by the Network Identifier, and allows for multiple gatekeepers to be present on a given network. This string may be omitted, though the surrounding ‘9’ delimiters must not be omitted.

9: Delimiter. This delimiter signifies the end of the Gatekeeper Number.

EEEEE: Extension. This is the user defined h.323 extension. It is variable length and can be matched and mapped using DID to a PSTN telephone number. Additionally, zone administrators can assign any number they choose, so that DID is not a necessary component. This numeric string can be base-10 if desired. This component is not defined by this standard.

ZZZ9G9: Zone Prefix. Taken together, the full ZZZ9G9 string is referred to as a Zone Prefix.

Example

The following example uses the unc.edu 152.2.x.x class B network and defines a Zone Prefix for a gatekeeper whose Gatekeeper Number is 1.

Network Address: 152.2.x.x

Binary Octets of Network Address : 10011000.00000010

Binary form of Network Address: 1001100000000010

Prepended 1: 11001100000000010

Base 10 conversion interim calculation: 104450

Base 9 dial prefix: 168245

Gatekeeper Number: 1

Zone Prefix: 168245919

‘Readable’ version of Zone Prefix: 168 245 919

Address Resolution

This standard does not require a particular method of h.323 address resolution, but does suggest a preferred method. The use of static tables, multicast and ‘master directory gatekeepers’ are all possible methods of gatekeeper resolution of addresses. However the authors recommend the use of the following DNS-based schema for address resolution.

This schema uses service records as defined in RFC 2782, the Network Identifier, and the Gatekeeper Number, if implemented, in order to provide address resolution to the destination gatekeeper. The points of implementation are the gatekeeper of call origination, and the DNS server for the IP subnet of the destination gatekeeper. 

The name server for the IP subnet of the destination gatekeeper must have an SRV record where the Target is the domain name of the destination gatekeeper. 

Ex.

_h323-1._tcp.2.152.in-addr.arpa    SRV 0 0 1720 gatekeeper1.unc.edu

_h323-2._.tcp.2.152.in-addr.arpa   SRV 0 0 1720 gatekeeper2.unc.edu

In this example we are defining the service name as _h323-‘Gatekeeper Number’

The source gatekeeper must be both aware of and capable of leveraging the bijective nature of the algorithm employed to obtain the Network Identifier, and as such must also be aware of the dial string convention outlined in this document in order to properly parse out the Network Identifier and Gatekeeper Number from the complete dial string. The gatekeeper would then utilize the following procedure.

First identify the call as one that is ‘out-of-zone’, as indicated by the Exit Zone service prefix.

If the call is ‘out-of-zone’ parse out the Exit Zone service prefix

Parse the remaining string at the first encounter of the delimiter to obtain  the Network Identifier.

Apply the algorithm used to derive the Network Identifier, in reverse, in order to obtain the IP subnet under whose administrative control the gatekeeper resides.

Parse the string between the first and second delimiters in order to obtain the Gatekeeper Number, if present.

Perform a reverse DNS query to retrieve the Target specified in the SRV record at the DNS server for the IP subnet of the destination gatekeeper.

Ex.

Nslookup –type=srv  _h323-1._tcp.2.152.in-addr.arpa

In this example we are querying the service record example used earlier in this document.
  

Security

This document addresses a dial plan only and does not address security specifically. The dialing convention indirectly exposes the IP address of the destination gatekeeper. There is an administrative security concern in that the Network Identifier truly ‘belongs’ to a valid subnet, but that ownership is only enforced when using the DNS-based address resolution scheme described in this document. Gatekeepers defined via static table have no way to enforce this policy, and could theoretically utilize a Network Identifier derived from an IP subnet not within their administrative domain.
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Appendix C

LSVNP Participating Projects



Project: The Center on Deafness
Using PEPNET to Provide Technical Assistance
Knoxville, TN
Description: The Center on Deafness focuses on disseminating knowledge and practices related to deafness, establishing and maintaining professional networks, and collaborating with academic and service programs in the southern United States and the Virgin Islands. The center's video conference project is PEPNET, a coordinated effort to create effective and efficient technical assistance to post-secondary educational institutions, thereby providing access and accommodation to individuals who are deaf or hard of hearing. The project demonstrates that desktop video conferencing provides more equitable access for meetings involving both hearing and deaf participants. The center also anticipates that the existence of such a service will promote more frequent collaboration among the directors and greater communication with the Department of Education's Office of Special Education Programs.
Project Website: N/A
Number of Accounts: 5
Host Site: University of Tennessee
	Administrative Lead 
	Technical Lead 

	Chris Hodge
Customer Technology Support
Division of Information Infrastructure
University of Tennessee
2330 Dunford Hall, Knoxville, TN 37996
(865) 974-7505
hodge@tns.utk.edu 
	Michelle G. Swaney
Center on Deafness
University of Tennessee
2229 Dunford Hall, Knoxville, TN 37996
(865) 974-4147
mswaney@utk.edu 


Project Index


Project: Mid-America Earthquake Center
Networking of Earthquake Researchers via Video Conferencing
Urbana, IL
Description: The Mid-America Earthquake Center does research to reduce potential losses in future earthquakes in the Mid-America region. Using a team approach, researchers in seismology, engineering, social sciences and economics solve problems to mitigate the effects of earthquakes. The center is using multipoint video conferencing to enhance the communication of researchers at several institutions in the United States.
Project Website: http://mae.ce.uiuc.edu
Number of Accounts: 10
Host Site: Georgia Tech
	Administrative Lead 
	Technical Lead 

	Sue Dotson
1243 Newmark Lab205 N. Mathews Ave.
Urbana, IL 61801
217-244-1795
sdotson@uiuc.edu 
	Chul-Soo Kim
1241 Newmark CE Lab205 N. Mathews Ave. Urbana, IL 61801
217-333-7268
cskim1@uiuc.edu 


Project Index


Project: UNC-CH National Center for Early Development and Learning
Investigators from Four Institutions Meet Via Video Conferencing Chapel Hill, NC 
Description: The National Center for Early Development and Learning (NCEDL) conducts research and development activities on issues of national significance related to young children (ages 0 to 8) and their families. NCEDL currently conducts monthly and quarterly audio conferences for the purposes of planning activities and sharing information. The investigators work from four sites (University of North Carolina at Chapel Hill, University of Virginia, University of Arkansas at Little Rock, and University of California at Los Angeles) and meet in groups of 2 to 15. Video conferences lasting from 1 to 2 hours will replace the audio conferences, improving communication and making smaller group conferences more accessible and cost effective.
Project Website: N/A
Number of Accounts: 10
Host Site: University of North Carolina at Chapel Hill
	Administrative Lead 
	Technical Lead 

	Martie L. Skinner, Ph.D.
Frank Porter Graham CDC
UNC-CH, CB #8185
Chapel Hill, NC 27599-8185
(919) 966-5482
martie_skinner@unc.edu 
	Kevin Gunn
Frank Porter Graham CDC
UNC-CH, CB #8185
Chapel Hill, NC 27599-8185
(919) 966 – 2459
kevin_gunn@unc.edu 


Project Index


Project: Foundations of a Virtual Design Studio
A Collaboration in Computational Design Between Georgia Tech and MIT Atlanta 

Description: Virtual design studios have been the subject of great enthusiasm in some architecture schools around the country. This project involves the foundation of a virtual design studio at Georgia Tech and relies extensively on video conference technology. It consists of two phases, both of them aspiring to a closer relationship between the College of Architecture at Georgia Tech and the School of Architecture at MIT. The first phase aims at a joint graduate class in the field of computational design between Tech and MIT and is structured like a typical graduate class. The second phase aims at a joint virtual design studio between graduate architectural design students at Tech and MIT. Ten to 12 students from each institution will take the virtual design studio.
Project Website: N/A
Number of Accounts: 4
Host Site: Georgia Tech
	Administrative Lead 
	Technical Lead 

	Athanassios Economou
Architecture Program
College of Architecture
Georgia Institute of Technology
Atlanta, Georgia 30332-0155
(404) 894-2073
economou@arch.gatech.edu 
	Perry Minyard
Architecture Program
College of Architecture
Georgia Institute of Technology
Atlanta, Georgia 30332-0155
(404) 894-1184
perry.minyard@arch.gatech.edu 


Project Index


Project: Louisiana Board Of Regents
Building a Network to Promote Systemic Reform in Research Baton Rouge, LA 
Description: The Louisiana Board of Regents is building a statewide H.323 video conferencing network to promote systemic reform in research. The proposed network will connect the faculty and staff of 20 institutions of higher education and the Board of Regents. The proposed sites will: 1) provide Louisiana's researchers with tools for participating in inter-institutional scientific sharing and strategic planning sessions; 2) showcase strategies in developing the state's research competitiveness; and 3) participate in testing cutting-edge technologies.
Project Website: N/A
Number of Accounts: 15
Host Site: University of Tennessee
	Administrative Lead 
	Technical Lead 

	Denise Williams
Louisiana Board of Regents
150 Third Street
Baton Rouge, LA 70801
Telephone: 225-342-4253
williams@regents.state.la.us 
	Mr. Russell Upshaw
Louisiana Board of Regents
150 Third Street
Baton Rouge, LA 70801
Telephone: 225-342-4253
rupshaw@regents.state.la.us 


Project Index


Project: University of Tennessee Does Virtual Rounds
Sharing Information in Veterinary Medicine 
Knoxville, TN 
Description: Virtual Rounds is a project under development at The University of Tennessee College of Veterinary Medicine that proposes the sharing of clinical caseloads with the colleges of veterinary medicine at Auburn University, the University of Georgia at Athens, and North Carolina State University by means of high-quality video conferencing across the Southern Crossroads network. Geographical obstacles have previously restricted veterinary teaching hospitals from sharing caseloads. By taking turns at presenting live cases via video conference, the participating colleges can not only increase the number and variety of live animal cases their students are exposed to, but can also benefit from interaction with their peers, and access to expertise and resources outside their home institution. The Virtual Rounds project represents the first instance of veterinary telemedicine over high-speed networks in the United States.
Project Website: N/A
Number of Accounts: 4
Host Site: University of Tennessee
	Administrative Lead 
	Technical Lead 

	Mairéad Martin
400 Dunford Hall, Knoxville, TN 37996-4030
423.974.6454
maireadm@utk.edu 
	Pat Watson
400 Dunford Hall, Knoxville, TN 37996-4030
423.974.9600
patw@tns.utk.edu 


Project Index


Project: SCUPSONet
Taking Collaboration to the Next Level 
Chapel Hill, NC 
Description: University-based public service institutes are at the forefront in providing the training and technical assistance needed by state and local officials in order to address the increasingly complex challenges of governance. In the South, these institutes have banded together as the Southern Consortium of University Public Service Organizations (SCUPSO) to undertake collaborative activities and offer mutual support. It is the only organization of its kind in the nation. Collectively, the 30 organizations in this consortium provide training and assistance to more than 20,000 officials each and every year. Video conferencing enables SCUPSO institutes to move to the "next level" with respect to sharing faculty resources and developing collaborative training and technical assistance materials. The consortium plans to begin by using this network to collaborate on a project aimed at producing a joint video, satellite broadcast, and training/technical assistance materials on the topic of "smart growth" for states and communities grappling with issues such as sprawl.
Project Website: N/A
Number of Accounts: 14
Host Site: University of North Carolina at Chapel Hill
	Administrative Lead 
	Technical Lead 

	Linda Hoke
Southern Growth Policies Board
P.O. Box 12293
Research Triangle Park, NC 27709
919-941-5145
lhoke@southern.org 
	Scott Clem
Institute for Public Service
105 Student Services and Administration Building
University of Tennessee
Knoxville, TN 37966-0213
423-974-6621
clemsc@knoxville-notes.ips.utk.edu


Project Index


Project: University of Alabama Medical School Makes Conferences More Convenient
Video Conferencing on a High Performance Statewide Network 
Birmingham, AL 
Description: As experienced "video conferencers," faculty and staff at the University of Alabama have access to a well-established H.320 video conferencing system of more than 35 sites. It seems, however, that the reliability of the H.320 system is, in the user's eyes, not enough motivation to overcome the inconvenience of going to a different building in order to use it. H.323 systems, accessible from a desktop computer, open the possibility of high-quality video conferencing that is convenient. The university has specific applications of multipoint video conferencing for "real business" within the School of Medicine. The objective is to evaluate whether H.323 systems provide acceptable means of communication. A second objective is to explore the deployment of video multicast for multipoint conferences. The projects rely on video conferencing to succeed, since the small group meetings involve dialog, simultaneous review of images and printed materials, whiteboard communications, and visual cues for successful discussion and communication. Two-thirds of the meetings' participants currently travel a significant distance.
Project Website: N/A
Number of Accounts: 6
Host Site: Georgia Tech
	Administrative Lead 
	Technical Lead 

	Chris Lorish, PhD
UASOM Undergraduate Medical Education
VH L208
1530 3rd Ave S
Birmingham, AL 35294-0018
205-934-5118
lorish@uab.edu 
	James R. Jackson, PhD
VH MEZZ
1530 3rd Ave S
Birmingham, AL 35294-0019
(205) 934-6656 or (2050 934-6620
jjackson@uab.edu 


Project Index


Project: UNC-CH Marine Sciences
Increasing Collaboration Between the University and Off-Campus Sites 
Chapel Hill, NC 
Description: The Marine Sciences Program at UNC-CH has two components; the Department, in Chapel Hill, and the Institute, in Morehead City on the coast. In order to teach and conduct research, faculty members and graduate students must split their time between the two locations. Making Department courses available to students at the Institute, and vice versa, has been a longstanding problem. Additionally, students have supervisory committee members resident in both locations and at marine sciences labs in other states (e.g., the Skidaway Institute of Oceanography in Georgia). The distance presents logistical problems for scheduling committee meetings, taking oral examinations, etc. Video conferencing will be a valuable tool for teaching small graduate classes, holding virtual office hours, and supervisory committee meetings. Video conferencing will also be used for the Carolina Environmental Program (CEP), a new program at UNC-CH designed to promote cohesiveness in environmental teaching and research. One component of the CEP is an undergraduate degree program requiring senior research and study experience at a remote site. The Institute will serve as one of the first CEP remote sites. Undergraduate students will be resident there for a semester and will use video conferencing to collaborate on projects with other students and faculty in both Morehead City and Chapel Hill. 
Project Website: N/A
Number of Accounts: 3
Host Site: University of North Carolina at Chapel Hill
	Administrative Lead 
	Technical Lead 

	Dr. Thomas J. Shay
CB #1105, Miller Hall
UNC Chapel Hill
Chapel Hill, NC 27599-1105
(919) 966-9924, (919) 962-0173
tshay@email.unc.edu 
	Dr. Thomas J. Shay
CB #1105, Miller Hall
UNC Chapel Hill
Chapel Hill, NC 27599-1105
(919) 966-9924, (919) 962-0173
tshay@email.unc.edu 


Project Index


Project: University of North Carolina School of Public Health Rural Utilities Service Grant
Chapel Hill, NC
Description: The Rural Utilities Service (RUS) Grant project provides distance-based educational programs, instruction, and technical assistance from the UNC School of Public Health to public health professionals located in the end user communities. The project will expand communications, collaborative computing, and video conferencing capacity to public health professionals in six local health departments located in rural, under-served North Carolina communities as shown by the population and participation in the national school lunch program. The end user sites selected for the project are health clinics in the following North Carolina Counties: Alleghany, Anson, Beaufort, Halifax, Robeson, Perquimans, Wilson, Pasquotank. The RUS project enables the public health staff at the end users sites in the rural qualifying areas to have access to telecommunications technologies that can link them with a state and national networks and that will provide a system for distance-based training and education.
Project Website: N/A
Number of Accounts: 10
Host Site: University of North Carolina at Chapel Hill
	Administrative Lead 
	Technical Lead 

	David Potenziani
CB 7400 UNC School of Public Health Chapel Hill NC 27599
919-966-8550
David_Potenziani@unc.edu 
	Bill McAllister
CB 7400 UNC School of Public Health Chapel Hill NC 27599
919-966-5106
bill_mcallister@unc.edu 


Project Index


Project: UNC School of Social Work 
Teaching and Training Over the Internet
Chaple Hill, NC
Description: This project is a continuation of previous work by the faculty of the School of Social Work to make college courses and professional training available to students and practitioners across the state of North Carolina and the South. In the past, this has been done through the NCREN video network and/or extensive travel by the faculty and staff of the School. More recently the School of Social Work has considered and experimented with Internet technologies, including video conferencing via H.323, to reach more students and trainers in distant locations. Trainers are located at 5 sites (with two more to be added this year) around the state, all of which are model demonstration sites for the development of systems of care to serve children with serious emotional disturbance and their families. Service providers and family members at these sites need considerable training to implement the model programs.
Project Website: N/A
Number of Accounts: 10
Host Site: University of North Carolina at Chapel Hill
	Administrative Lead 
	Technical Lead 

	Laura Zimmerman, Ph.D.
CB# 3550, School of Social Work
(919)962-6500
lizimm@email.unc.edu 
	Andrew Broughton, Ph.D.
CB# 3550, School of Social Work
(919)962-6497
abrought@email.unc.edu 


Project Index


Project: VETA Educational Technology Inservice Program for K-12 Teachers
Richmond, VA
Description: Lead by Virginia Tech, VETA (Virginia Educational Alliance) is designed to assist K-12 teachers with the integration of technology in their teaching. This project involves seven institutions of higher education in Virginia: Virginia Tech, University of Virginia, Old Dominion University, William & Mary, Virginia Commonwealth University, James Madison University, and George Mason University. All seven programs are scheduled to support teachers for a sustained period of time. Video conferencing will improve the efficiency and effectiveness of their collaborative efforts on this project. Some programs have been developing materials and will implement training in the spring and support teachers through the summer and the first semester of the 1999-2000 school year. Three programs will be offering ongoing support in the form of website resources and continued partnerships established through the VETA program. Additionally, VETA will continue to support these teachers through best practice dissemination on the VETA website and at technology, leadership, and curricular conferences.
Project Website: N/A
Number of Accounts: 12
Host Site: NYSERNet
	Administrative Lead 
	Technical Lead 

	Thomas Head
102 Old Security Bldg.
540-231-6822
tom.head@vt.edu 
	Mark Raby
Distance Ed., Old Security Building, Blacksburg, VA 24061
540-231-6079
mark.raby@vt.edu 


Project Index


Project: Vanderbilt University Engineering Applications
Improved Synchronous Group Conferencing 
Nashville, TN
Description: The National Science Foundation is supporting an Engineering Research Center for the study of pedagogy in BioEngineering, broadly construed. Harvard/MIT Health Science and Technology, Northwestern, Vanderbilt, and the University of Texas will be engaged in this Center for the next five to eight years, commencing in September 1999. Lead by Vanderbilt, the purpose of the communications project is to provide synchronous group conferencing using Internet II in a manner that far exceeds the currently used system.
Project Website: N/A
Number of Accounts: 13
Host Site: Georgia Tech
	Administrative Lead 
	Technical Lead 

	Chip Cox
105 Computer Center, Nashville TN, 37240
615-343-5476 

chip.cox@vanderbilt.edu 
	Andy Bass
5824 Stevenson Center Nashville, TN 37235
615-343-8016
wab@vuse.vanderbilt.edu 


Project Index


Project: New York Emergency Telemedicine and Education Network 
Expanding the Reach of Information about Emergency Medicine 
Buffalo, N.Y. 
Description: Using H.323 video conferencing, the University Departments of Emergency Medicine and Emergency Departments in hospitals across New York State will share noted speakers and educational activities. The first goal of this project is to expand the collaboration for "grand rounds" speakers to more New York State emergency medicine programs including the University of Rochester, Albany Medical College, and the State Universities of New York at Stoney Brook, and Downstate. In addition, this project will expand grand rounds programming and collaboration to the teaching hospitals, the regional urban and suburban facilities, and rural hospitals across the state. Many of these particularly rural facilities are in great need of state-of-the-art educational activities in emergency medicine for staffs practicing in relative professional isolation. The second major goal is to provide high-quality video conferencing for telemedicine evaluations between university teaching hospitals/trauma centers and primary emergency departments taking care of acutely sick or injured critical care and trauma patients. These telemedicine consultations will form the basis of a regional emergency telemedicine network.
Project Website: N/A
Number of Accounts: 15
Host Site: NYSERNet
	Administrative Lead 
	Technical Lead 

	David G. Ellis, MD
Department of Emergency Medicine
Erie County Medical Center
462 Grider Street
Buffalo, NY 14215
(716) 898-5347
dellis@ecmc.edu 
	James Whitlock
248 Computing Center, North Campus
Buffalo, NY 14260
(716) 645-3060
whitlock@buffalo.edu 


Project Index


Project: New York University Department of Speech-Language Pathology and Audiology
Investigating the Possibility of Diagnosis through Video Conferencing 
New York, NY
Description: The Department of Speech-Language Pathology and Audiology at New York University is investigating the use of video conferencing tools in the diagnostic processes used in speech-language pathology and audiology. While current use of videotape and closed circuit television for diagnosis and teaching is a proven model in this field, the department is interested in the power of the Internet to extend access to diagnosis, consultation, and teaching. High-quality video and audio resolution is critical to this investigation.
Project Website: N/A
Number of Accounts: 5
Host Site: NYSERNet
	Administrative Lead 
	Technical Leads 

	Vincent Doogan
251 Mercer Street 
New York NY10012 
212-998-3449
vincent.doogan@nyu.edu 
	Jeffrey Lane 
251 Mercer Street 
New York, NY, 10012 
212-998-3044 
jeffrey.lane@nyu.edu 
  

Bill Russell
251 Mercer Street
New York, New York, 10012
212-998-3054
bill.russell@nyu.edu 


Project Index


Host Site Assignments
UNC - 47
National Center for Early Development and Learning 10
Southern Consortium of University Public Service Organizations (SCUPSO) 14
UNC-CH Marine Sciences 3
Public Health Rural Utilities Service Grant 10
UNC School of Social Work Teaching and Training Over the Internet 10
UT - 24
PEPNET 5
Louisiana Board Of Regents 15
Virtual Rounds Veterinary Medicine Application 4
GT - 33
Mid-America Earthquake Center 10
Foundations of a Virtual Design Studio 4
University of Alabama Medical School Planning 6
Vanderbilt Engineering 13

NYSERNet - 32
VETA Educational Technology Inservice Program for K-12 Teachers 12
New York Emergency Telemedicine and Education Network Project 15
Network-Based Video Diagnosis in the Field of Speech-Language Pathology & Audiology 5
Project Index


Appendix D

Sample LSVNP Traffic Record

NYSERNet, May 5, 2000

*********************************Call History*********************

Call # 1

--------

Source IP         : 128.173.43.153:1030

Source alias      : 

Destination IP    : 128.173.106.87:1720

Destination alias : 

Start             : 05/05/00  8:14 AM 

End               : 05/05/00  8:22 AM 

Duration (min)    :      7.9

Bandwidth (Kbps)  : 0

Call # 2

--------

Source IP         : 128.173.43.153:1038

Source alias      : 

Destination IP    : 128.173.106.87:1720

Destination alias : 

Start             : 05/05/00  8:22 AM 

End               : 05/05/00  8:24 AM 

Duration (min)    :      1.7

Bandwidth (Kbps)  : 0

Call # 3

--------

Source IP         : 128.173.43.153:1049

Source alias      : 

Destination IP    : 128.173.106.87:1720

Destination alias : 

Start             : 05/05/00  2:51 PM 

End               : 05/05/00  2:53 PM 

Duration (min)    :      2.2

Bandwidth (Kbps)  : 0

Call # 4

--------

Source IP         : 128.173.43.153:1056

Source alias      : 

Destination IP    : 128.173.106.87:1720

Destination alias : 

Start             : 05/05/00  2:53 PM 

End               : 05/05/00  2:54 PM 

Duration (min)    :      0.7

Bandwidth (Kbps)  : 0

Call # 5

--------

Source IP         : 128.173.43.153:1063

Source alias      : 

Destination IP    : 128.173.106.87:1720

Destination alias : 

Start             : 05/05/00  2:54 PM 

End               : 05/05/00  2:54 PM 

Duration (min)    :      0.2

Bandwidth (Kbps)  : 0

Call # 6

--------

Source IP         : 128.173.43.153:1070

Source alias      : 

Destination IP    : 128.173.106.87:1720

Destination alias : 

Start             : 05/05/00  2:55 PM 

End               : 05/05/00  2:55 PM 

Duration (min)    :      0.3

Bandwidth (Kbps)  : 0

Call # 7

--------

Source IP         : 128.173.40.95:1091

Source alias      : 

Destination IP    : 128.173.106.87:1720

Destination alias : 

Start             : 05/05/00  3:08 PM 

End               : 05/05/00  3:11 PM 

Duration (min)    :      2.2

Bandwidth (Kbps)  : 0

Call # 8

--------

Source IP         : 128.173.40.95:1030

Source alias      : 

Destination IP    : 128.173.106.87:1720

Destination alias : 

Start             : 05/05/00  3:31 PM 

End               : 05/05/00  3:35 PM 

Duration (min)    :      4.4

Bandwidth (Kbps)  : 0

Call # 9

--------

Source IP         : 128.173.106.87:1485

Source alias      : mark.raby@lsvnpgk1.nysernet.org

Destination IP    : 198.82.178.151:1720

Destination alias : 

Start             : 05/05/00  3:35 PM 

End               : 05/05/00  3:38 PM 

Duration (min)    :      2.4

Bandwidth (Kbps)  : 768000

Call # 10

--------

Source IP         : 128.173.106.87:1031

Source alias      : mark.raby@lsvnpgk1.nysernet.org

Destination IP    : 198.82.178.151:1720

Destination alias : 

Start             : 05/05/00  3:49 PM 

End               : 05/05/00  3:51 PM 

Duration (min)    :      1.8

Bandwidth (Kbps)  : 768000

Call # 11

--------

Source IP         : 128.173.106.87:1038

Source alias      : mark.raby@lsvnpgk1.nysernet.org

Destination IP    : 198.82.178.151:1720

Destination alias : 

Start             : 05/05/00  3:51 PM 

End               : 05/05/00  3:52 PM 

Duration (min)    :      0.5

Bandwidth (Kbps)  : 768000

Call # 12

--------

Source IP         : 128.173.106.87:1045

Source alias      : mark.raby@lsvnpgk1.nysernet.org

Destination IP    : 198.82.178.151:1720

Destination alias : 

Start             : 05/05/00  3:52 PM 

End               : 05/05/00  3:54 PM 

Duration (min)    :      1.9

Bandwidth (Kbps)  : 2048000

Call # 13

--------

Source IP         : 128.173.40.95:1037

Source alias      : 

Destination IP    : 128.173.106.87:1720

Destination alias : 

Start             : 05/05/00  3:59 PM 

End               : 05/05/00  4:03 PM 

Duration (min)    :      3.9

Bandwidth (Kbps)  : 0

Call # 14

--------

Source IP         : 128.173.40.95:1047

Source alias      : 

Destination IP    : 128.173.106.87:1720

Destination alias : 

Start             : 05/05/00  4:03 PM 

End               : 05/05/00  4:12 PM 

Duration (min)    :      9.1

Bandwidth (Kbps)  : 0

Appendix E

LSVNP Budget Summary

	Total Original Funding
	$179,128.00

	Equipment purchases
	$ 88,999.80

	Initial Steering Committee meeting
	$ 535.55

	Allocated for UNC operating expenses
	$ 78,128.00

	Balance
	$ 11,464.65


Appendix F

LSVNP Account Summary

	Project
	Host Site
	Admin. Lead
	Email
	Total
	Registered
	Unregistered

	PEPNET Videoconferencing Testbed
	UT
	Chris Hodge
	hodge@tns.utk.edu
	5
	3
	2

	Networking of Earthquake Researchers via Video Conferencing
	GT
	Sue Dotson
	sdotson@uiuc.edu
	10
	1
	9

	NCEDL Video Conferencing
	UNC
	Martie L. Skinner, Ph.D.
	martie_skinner@unc.edu
	10
	3
	7

	Foundations of a Virtual Design Studio at Ga.Tech.
	GT
	Athanassios Economou
	economou@arch.gatech.edu
	4
	0
	4

	Large Scale Video Network Prototype for Louisiana
	UT
	Denise Williams
	williams@regents.state.la.us 
	15
	15
	0

	Virtual Rounds 
	UT
	Mairéad Martin
	maireadm@utk.edu
	4
	1
	3

	SCUPSOnet
	UNC
	Linda Hoke
	lhoke@southern.org
	14
	13
	1

	Evaluation of H.323 Videoconferencing for Medical School Planning on a High Performance Statewide Network
	GT
	Chris Lorish
	lorish@uab.edu
	6
	6
	0

	Connecting Remote University Sites using Video Conferencing
	UNC
	Thomas J. Shay
	tshay@email.unc.edu
	3
	3
	0

	Rural Utilities Service Grant
	UNC
	Tim Stephens
	tim_stephens@unc.edu
	10
	10
	0

	UNC-CH School of Social Work, Teaching and Training over the Internet
	UNC
	Laura Zimmerman
	lizimm@email.unc.edu
	10
	10
	0

	The VETA Educational Technology Inservice Program for K-12 Teachers
	NYSERNet
	Thomas Head
	tom.head@vt.edu
	12
	12
	0

	Vanderbilt Biomedical Engineering Research Center
	GT
	Chip Cox
	chip.cox@vanderbilt.edu
	13
	13
	0

	New York Emergency Telemedicine and Education Network Project
	NYSERNet
	David G. Ellis
	dellis@ecmc.edu
	15
	0
	15

	An Investigation of the Viability of Network-Based Video Diagnosis in the Field of Speech-Language Pathology and Audiology
	NYSERNet
	George Sadowsky
	george.sadowsky@nyu.edu
	5
	3
	2

	
	
	
	
	
	
	0

	Host
	Accounts
	Registered
	Discretionary Accounts
	Total
	Registered
	

	UT
	34
	23
	UT
	10
	4
	6

	GT
	43
	25
	GT
	10
	5
	5

	UNC
	47
	39
	NYSERNet
	10
	2
	8

	NYSERNet
	42
	17
	
	
	
	

	All
	166
	104
	Total Unregistered
	62
	
	


Appendix G

Sample LSVNP Quarterly Project Report

SCUPSO Net

[image: image1.jpg]



Quarterly Report

This survey is being distributed to document the current status of LSVNP. It is hoped that while reading and responding to this document, you will:

· Gain a clear understanding of what has been expected of participants thus far.

· Provide valuable feedback to the LSVNP staff, leading to the improvement of this and other projects.

· Provide required data for the LSVNP project.

This report is due back no later than Friday, May 12th. Please note that this report is a requirement for continued participation in the LSVNP project.

The following should already have been accomplished, or should be completed in the very near future:

· The project has been defined.

· Technical and administrative leads have been defined. 

· All necessary hardware/software has been identified, ordered, received, and installed. 

· An IP address has been determined for each machine at each site.

· The account for each computer has been registered (see “LSVNP User Accounts”).

· One or more test calls have been made between the hosts (Georgia Tech, NYSERNet, UNC, UT) and the technical and/or administrative leads.

· Test calls have been made between technical and/or administrative leads and other sites within the project.

· Any problems connecting have been identified. Troubleshooting has taken place and all sites are able to connect with one another.

· Participants are commencing with the implementation of their projects.

In the event that you have not accomplished the tasks listed above, please carefully examine what has impeded your progress. If you need assistance, please contact the appropriate person or people. If your project has simply fallen behind (as projects sometimes do) then we urge you to expeditiously proceed. Every project with LSVNP has significant merit. The LSVNP staff wishes to support you in every way possible so that your project may achieve the fullest potential. 

Listed below are sections covering technical, logistical, and support issues, as well as a query concerning your expectations for the future of your project. We wish to thank you in advance for taking the time to thoughtfully answer the following questions. We assure you that your comments will be carefully read and considered as the project moves into the implementation phase.

Instructions

This survey is divided into four main parts (I, II, III, & IV) and each part has one or more sub-components (1, 2, etc.). Please respond to each sub-component with a short narrative or list that responds to the questions raised. Type the answer to each question directly below the question (to the right of the red arrow). Then save the document and email it as an attachment to: timpoe@email.unc.edu. It is suggested that you work with your technical project lead, as she/he will probably have complementary information. 

Part I: Technical Details and Evaluation of the LSVNP Service

Briefly describe/discuss the following phases of your use of the LSVNP service, including any notable positive or negative aspects surrounding each phase. If your site has not completed or perhaps even reached particular phases, please describe your current status and discuss what you see as the significant hold-ups to progress:

A. Technical preparation for using the service.

1. Was it made clear what resources (equipment, connections, etc.) would be required for this project? Please explain.

[image: image2.png]


The “purchasing information” section on the Web page was quite helpful for those who did not already have some type of video conferencing equipment available and needed to make new purchases.  It was not as helpful for those who had some equipment already available and needed to know whether it would be sufficient for use in this project.  

2. Were you able to obtain the necessary resources (equipment, connections, etc.)? Please explain.

[image: image3.png]


Two of our participants still aren’t clear about whether their existing equipment is sufficient to participate – even after talking with folks at CAVNER.
3. Were you were able to get the necessary technical assistance to set up your project?

[image: image4.png]


We’re still working on some technical issues.
4. Please list any outstanding technical challenges are you facing?

[image: image5.png]


Our biggest technical challenge at this point is solving the firewall issue at Southern Growth.  Since Southern Growth is the “glue” that holds everyone together, it has been difficult to get much going (other than some minimal testing) when we can’t initiate any conferences.  Other technical problems include:  Gene Brigman at USC is attempting to resolve a problem that keeps giving him error messages about “NDIS install;”  Ken Pruitt at Clemson seems to have a router problem.   
B. Client information.

1. Please create a list of the H.323 clients currently in use within your project (VCON Escort 25, etc.). 

[image: image6.png]


Primarily VCON Escort 25.  Clemson has a POLYCOM View Station.  Clemson and UGA also have laptop models in addition to the VCON Escort 25.
2. Please indicate any clients you intend to use with the LSVNP project in the future.

[image: image7.png]


Unknown.
C. Commencement of the service itself.

1. Comment on your experience with account registration, and testing with the service.

[image: image8.png]


We have not experienced any problems with account registration (once people were prodded in to doing so!).  We weren’t aware early on, however, that one could register prior to equipment being purchased and installed  - so everyone was waiting on equipment to register.  In fact, we later learned that you needed to register before you tried to install your equipment so that you would have that information to configure your client.  Maybe we just missed this, but it would be helpful to make this clear upfront to future participants.  
2. Create a brief timeline of events leading to your first actual project-related use of the service.

[image: image9.png]


We had an in-person meeting of our group in Knoxville in April to let them participate in a demonstration and ask questions.  This was quite helpful.  People are still in the process of setting up, so we haven’t yet had any project-related use of the service.
D. General operation and usability of the LSVNP service.

1. Please give your assessment of the stability and usability of this service as compared to other communication technologies you use or have used.
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Unknown.
2. How does your project use the LSVNP services?

[image: image11.png]


Have not yet used the services.  We intend to use it for collaboration on a “Smart Growth” project.
3. How often does your project use the LSVNP services?

[image: image12.png]


We intend to have scheduled conferences at least once a week, with informal calls more frequently.
4. Have you used the ViDeNet Dialing Directory? 

[image: image13.png]


Yes
5. If yes, what were the assets/limitations? 

[image: image14.png]


It was confusing at first – especially for those who might not be clear about their “host” site.
Part II: Non-Technical (Usage-focused) Detail and Evaluation of LSVNP Service

Briefly describe/discuss the following aspects related to how your project has come to use and/or plans to use the LSVNP service. Again, if your site has not used the service yet, please describe your current status and discuss what you see as the significant hold-ups to progress:

A. End-user preparation for use of the LSVNP service, i.e., assistance and/or resources required.

1. Were you were able to get necessary non-technical assistance/resources? 
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Yes
2. What outstanding non-technical issues (if any) are keeping your project from progressing?
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A couple of our sites are still waiting on equipment orders.  UNC IOG and EFC are waiting for ATN to come and install two Ethernet ports.
3. How was LSVNP administrative lead for your project selected?
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I was selected as the administrative lead because I am the one that coordinates all of the activities of the Southern Consortium.
4. What has been the role of the LSVNP administrative lead, thus far? 
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 Communicating with individual participants.  Trying to get participants to communicate with each other via our SCUPSO listserv.  Badgering people to register.  Identifying problems that are holding up the project at each site.  Arranging for a demonstration for all the participants.  
5. What role do you anticipate the administrative lead will have in the future? 
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Establishing a regular schedule for meetings via the network and serving as coordinator for these meetings.  Working with Institute of Government directors to plan other uses of the network beyond the initial project – especially to encourage more interaction between faculty members on an ongoing basis.
6. How was LSVNP technical lead for your project selected?

[image: image20.png]


His director volunteered him.  Our understanding was that he had experience in this area.
7. What has been the role of the LSVNP technical lead, thus far? 
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Although he is quite willing to help where he can, it turns out that he is really not very familiar with this technology.  This has limited his ability to help participants with technical issues and has meant that we have been more of a burden to the folks at CAVNER than might be the case with other projects.  
8. What role do you anticipate the technical lead will have in the future?

[image: image22.png]


Unclear.
B. End-user use of the LSVNP service.

1. Have you been able to integrate use of the LSVNP service with other activities within your organization? 
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Not yet.
2. If so, what have you been able to use the service for, what have been the challenges using it, and what have been the results? Specific examples and success stories are welcome! 
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NA
3. If you have not been able to integrate use of the LSVNP service into your organization’s goals, what do you see as your primary obstacles to this level of integration?
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The obstacle at this point is our firewall issue.  
Part III: Utilization and Effectiveness of LSVNP Service Support 

LSVNP support includes the following components:

· LSVNP project web site (http://www.cavner.org/lsvnp)

· LSVNP helpdesk service (for trouble call reporting) 

· LSVNP host site coordinator for your particular Host Site

· LSVNP project listservs

The first source of information for LSVNP is the web site. Information on how to dial, data sharing, purchasing, and a host of other issues can be found there. This site is being continually improved and updated to meet user needs. The LSVNP web page administrator (Tim Poe) should be contacted in the event that information at the site needs to be added or modified. 

LSVNP uses a distributed support model. This means that the host site coordinator at each institution (Georgia Tech, NYSERNet, University of Tennessee, & UNC-Chapel Hill) will train and troubleshoot with technical and administrative leads for each project, who in turn train and troubleshoot with those within their project. Then, if a project participant experiences a problem, she or he goes first to the technical or administrative lead. The technical or administrative lead can take this problem to the host site coordinator at the institution. If she or he is unavailable, the problem can be phoned in to 919-962-HELP. Help calls should be placed ONLY by technical or administrative leads or by the host site coordinator. In the event that a host site coordinator at an institution needs assistance, she or he should log a Remedy ticket. 

A. Support

1. Who is your host site coordinator?
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Tim Poe
2. What LSVNP support services have you used?
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They provided us with hands-on instruction in installing our client so that we would be in a better position to help other participants with any questions.  They have also been working with us to try to solve a firewall problem.
3. How useful has the LSVNP support been? Please explain.
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They have been quite diligent in working on our firewall problem, although it has not yet been solved.
B. Support Resources. Please comment separately on each of the following, and remember - your thoughtful comments and suggestions will help us to support you better!

1. LSVNP Project Web site (http://www.cavner.org/lsvnp)
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It would be helpful to have a section “Getting Started” that explains step-by-step (in non-technical terms) what participants need to do to get started with the project.  I ended up putting together something very basic for our group because many were confused when looking at the Web site.  As I indicated in a prior question, it would be helpful to have some information on what types of existing equipment might be compatible with this project (or does everyone need to purchase new equipment?)
2. LSVNP Helpdesk service (for trouble call reporting) 

[image: image30.png]


Have called host site coordinator for assistance on various issues, but am not sure if this is considered the “helpdesk” service.  See comments below.
3. LSVNP Host Site coordinator for your particular Host Site
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Always very responsive.
4. LSVNP Project listservs
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Good idea, but doesn’t seem to have generated much interaction between users to-date.  You might try to “invite” discussion on a particular topic for the week/month:  “How did you….?”  Or “One of our participants is having problems with…..what advice can you offer?”
Part IV: Future Plans

The groundwork for effective video conferencing should now be completed, or will be completed shortly. The next phase of the project will be focused on implementing the activities outlined in your proposal. 

A. Future. 

1. Briefly describe/discuss your organization's plans for use of the LSVNP service for the next quarter of the project (through March 31, 2000 and June 30, 2000). If available, provide a timeline of anticipated milestones.
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As soon as Southern Growth’s firewall problem is solved we plan to initiate regular weekly meetings to begin working on a joint curriculum in on the topic of “smart growth.”  

Appendix H

Sample Project Acceptance Letter

SCUPSONet

Dear LSVNP Administrative and Technical Leads,

ViDe has been very hard at work getting things setup to support the Large Scale Video Network Prototype. We have multipoint conferencing systems, network management tools, directory services, documentation, preferred pricing and a distributed support system in place. We are very excited about the project and look forward to meeting you all online! I would like to take this time to review several key issues associated with project.

Project Start Date

The project will start on January 4, 2000. We have pushed the start date back by one day to accommodate various holiday and Y2K schedules.

Website 

The LSVNP website URL is www.unc.edu/cavner/lsvnp. The website contains background information about the project, contact information, directories, pricing, documentation and account information. The contents of this website will grow over the course of the year to include some of the advanced features of the project such as live streaming and video on demand.

Accounts 

Project Name: SCUPSONet

Your project has been awarded the following number of video teleconferencing accounts: 14

Your account numbers are:

	323-2130

	323-2131

	323-2132

	323-2133

	323-2134

	323-2135

	323-2136

	323-2137

	323-2138

	323-2139

	323-2140

	323-2141

	323-2142

	323-2143


Host Site

Each project in LSVNP is assigned to a regional host site. The host site houses the network management equipment and software that serves your project and provides technical support to you. The host site will provide training and assistance on the use of LSVNP services and equipment. The host site for your project is:

Host Site: University of North Carolina at Chapel Hill

Host Site Email Contact: LSVNP_UNC@listserv.oit.unc.edu
Primary Contact Person: Tyler Miller Johnson

Registration and Directories

In order to place calls, each videoconferencing user must be registered with the network. The registration page on the LSVNP website will be activated on January 4, 2000. Project technical or administrative leads may register users by account number at the LSVNP website. Registered users will receive an ID that will allow them to ‘log in’ to the videoconferencing network to place calls. Registrations generally are processed by the next business day, however we expect an unusually high volume of registrations at the very beginning of the project and may require a slightly longer time to process these initial registrations. Once users are registered, their information will be placed in the LSVNP directory. Please note that LSVNP is a part of ViDeNet, the global h.323 video and voice conferencing network. As such, you may encounter other users that are not strictly part of LSVNP. We encourage you to browse around and meet others with similar interests. One of the great possibilities for videoconferencing is the potential for meeting others and creating online communities. Be brave!

Purchasing Equipment

ViDe has chosen not to make formal recommendations of h.323 clients as a part of LSVNP. You are free to use whichever h.323 clients you like. LSVNP host site staff are available to help you choose a videoconferencing client that is appropriate for your needs and to assist you in testing h.323 clients that you are evaluating. General guidelines for equipment purchases, system requirements, audio considerations, etc. are available on the website and will be updated as more information is available. (see exception below under ‘Initial Deployment’).

Initial Deployment

In order to ensure a smooth deployment, ViDe suggests that each project technical and administrative lead purchase and install a base-level desktop conferencing system as the first client deployed. This will ensure that there is a common level of proven interoperability among the various project leads and the LSVNP host sites. LSVNP host site managers will contact each project technical and administrative lead to arrange for training on the use of the network, and to answer general questions you might have about getting your users up and running.

The base-level desktop conferencing system we have selected is the VCON Escort 25 Pro. We have obtained outstanding pricing for this unit. Purchasing information is available on the LSVNP website.

Technical Support

LSVNP will use a distributed support model. The Center for Advanced Video Network Engineering and Research, CAVNER, is responsible for general network management and supports four LSVNP host sites. The host sites are the University of Tennessee at Knoxville, the Georgia Institute of Technology, The New York State Research and Education Network (NYSERNet), and the University of North Carolina at Chapel Hill. Individual projects are assigned to a particular host site. Project Technical and Administrative leads receive technical support from their respective host site managers. Host sites do not provide technical support directly to end users. End users receive technical support from the project technical and administrative leads. Technical support at the local level is left to the discretion of each project.

Project leads may call in with trouble reports 7x24x365 by dialing 919.962.4357 (We ask that this number not be distributed beyond project leads). The help desk at this number (the University of North Carolina’s Information Technology Response Center) will log the trouble call and refer it to the appropriate host site. The host sites will then contact the project leads during normal workday hours to resolve the problem. In order to ensure that trouble calls are routed correctly, project leads should indicate their host site name and ask that trouble tickets be assigned to that site.

Final Words

We are pleased that you will be participating in the Large Scale Video Network Prototype project. We hope that your experiences with the service will prove valuable to your application. We will be contacting you quarterly with a questionnaire to help us determine how well the services are working. We will also be in touch to gather more detailed information about the ways in which you are using IP based video teleconferencing. We look forward to working together in the coming year.

Sincerely,

Tyler Miller Johnson

On behalf of the LSVNP Steering Committee 
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